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applicability and satisfaction

IN EVERY CASE, ....

1.  Does the 4th Apply?

A. gov't activity: "Search"  or  "Seizure"  
B.  Protected interest: liberty, possession, privacy

2.  Is it Satisfied?
"Reasonable" 
Warrant Clause requirements

[3.  Remedies?]

Applicability
Does the 4th Apply Does the 4th Apply ??

part A:part A: need gov't activity:need gov't activity:

""SearchSearch" or  "" or  "SeizureSeizure" " 

part B:part B: that activity must intrude upon athat activity must intrude upon a
protected  interestprotected  interest

this presentation is about Part Bthis presentation is about Part B



protected interests

4th: 4th: 

"The right of the people to be "The right of the people to be 
SECURE SECURE in their in their persons, houses, persons, houses, 
papers, and effects papers, and effects . . . .". . . ."

step #1:step #1: is object on list?is object on list?

person, house, paper, or effectperson, house, paper, or effect

step #2:   quality protected? step #2:   quality protected? 

does defendant have does defendant have protected interestprotected interest
in that object implicated by gov't in that object implicated by gov't 
activity?activity?

open fields 
“the special protection accorded by the F/A to the people in 
their ‘persons, houses, papers, and effects,’ is not extended 
to the open fields.  The distinction between the latter and the 
house is as old as the common law.”

Hester v. U.S.Hester v. U.S., 265 U.S. 57 (1924), 265 U.S. 57 (1924)

agents trespassed onto private land investigating moonshinersagents trespassed onto private land investigating moonshiners

HesterHester’’s holding s holding ““founded upon the explicit language of founded upon the explicit language of 
the Fourth Amendmentthe Fourth Amendment””

Oliver v. United StatesOliver v. United States, 466 U.S. 170 (1984), 466 U.S. 170 (1984)



applicability detailed

objects protectedobjects protected

people people 

houseshouses

paperspapers

effectseffects

"security" of each object implicated"security" of each object implicated

by "search":by "search": by "seizure":by "seizure":

REP analysisREP analysis liberty liberty 

REP REP "" possessionpossession

REP REP "" possessionpossession

REPREP "" possessionpossession

PrivacyPrivacy:  main interest protected

"The "The principal principal object of theobject of the
Amendment is the protectionAmendment is the protection
of privacy . . . "of privacy . . . "

SoldalSoldal

Gov't Activity:  "SEARCH"Gov't Activity:  "SEARCH"

Reasonable expectation of privacy test

1.  person exhibits 1.  person exhibits actual, subjective actual, subjective 
expectation of privacyexpectation of privacy

2.  society recognizes that expectation as2.  society recognizes that expectation as

Justified  / Reasonable  / LegitimateJustified  / Reasonable  / Legitimate

Smith v. Maryland, 442 U.S. 735, 740 (1979)Smith v. Maryland, 442 U.S. 735, 740 (1979)

If either prong missing, no protected interest If either prong missing, no protected interest 



partial list  -- NO R.E.P.

Prison Cells
Handwriting
Facial Characteristics
Movements Outside
Open Fields 
Bank Records
Trash
VIN numbers
Field testing of suspected drugs

NO PROTECTED INTEREST  -- F/A  does NOT apply  --

How to find  "legitimate" expectation of privacy?How to find  "legitimate" expectation of privacy?

look to:look to:

1  1  real property lawreal property law

2  2  personal property lawpersonal property law

3  3  "understandings that are recognized or "understandings that are recognized or 
permitted in society"permitted in society"

California v. California v. CiraoloCiraolo, 476 U.S. 207 (1986), 476 U.S. 207 (1986)
Rakas v. Illinois, 439 U.S. 128 (1978)Rakas v. Illinois, 439 U.S. 128 (1978)

Digital Evidence Searches and Seizures

1.  Is the Fourth Amendment applicable?

 inside the box vs. outside the box

2.  Is it satisfied?

 two approaches to digital evidence

conceptual difficulties of applying 
traditional doctrines to digital 
evidence



"inside the box, outside the box"

The Box Outside the box:
network investigations

when does person have REP in data in computer?

case law has examined  variety of situations:

1.  person's own computer
 info on screen
 data in  computer

2.  work and gov't computers
 monitoring and other policies that affect REP
 who has access to computer?

applicability issues inside the box

non-consensual interception of communications, etc, 
over the Internet to another party

example:  email

possible analogies:

its like a letter in the mail

its like numbers dialed on a telephone

its like any info possessed by third party

uncertain F/A applicability outside the box



statutory protections tend to supercede

Congress /states have enacted some 
statutory regulation of computer network 
investigations:

 Stored Communications Act
 Wiretap Act
 Pen Register / Trap and Trace

Traditional F/A doctrine

No F/A Protection from 3rd Party Disclosures to Gov't

Rationale: Risk Analysis  -- Voluntary Exposure

 misplaced belief to whom voluntarily confides will not 
reveal secret

Miller

 such “risk” is “probably inherent in the conditions of 
human society"

Hoffa

 vol.  exposure to public eliminates F/A protection
Katz

voluntary disclosure

assume risk that third party will disclose information, 
item to gov't



Peer-to-Peer (P2P) Networks

file-sharing technology --- creates virtual networks

criminal activity:  

 Copyright Infringement

 Computer Hacking 
Worms  -- Viruses -- Theft of information

 Child Exploitation and Pornography

How Gnutella 
Works



Considerations

 User on Internet voluntarily

 User decides, through settings in 
software, how much of computer 
open to others on Internet

 Every download exact duplicate 
of original

Law Enforcement Response

search file sharing networks for known child porn 
images

Questions:

 “Search” w/in meaning of 4th Amendment?

 Does user connected to Internet via P2P have 
reasonable expectation of privacy in files in shared 
folders?

Operation Fairplay



U.S. v. Ganoe, 538 F.3d 1117 (9th Cir. 2008)

"To argue that Ganoe lacked the technical savvy or 
good sense to configure Lime Wire to prevent access 
to his child pornography files is like saying that

he did not know enough to close his 
drapes."

no REP in P2P

connecting computer to local network

US v. King, 509 F.3d 1338 (11th Cir. 2007)

connected own laptop in dorm room to military base network

knew activities on network subject to monitoring

airman looking for music found porn on King's computer

after report, investigator located King's computer on network
 found porn file 
 additional CP files

REP?

hard drive contents "akin to items stored in the unsecured 
areas of a multi-unit apartment building 
or put in dumpster accessible to the public"

same principles applied --- No F/A protection 
against

1.  disclosure of subscriber info by ISPs

2.  Email recovered from recipient

Commonwealth v. Proetto, 771 A.2d 823 (Pa. Sup. Ct. 2001)

3.   Internet chat rooms

4.  Posting Info on a Website

doctrines:

voluntary exposure

assumption of risk



application of principles to --

1.  Virtual worlds

2. cloud computing

3.  web based data
storage

what are the 
relevant considerations?

virtual worlds

http://http://www.lively.com/html/landing.htmlwww.lively.com/html/landing.html

create  own virtual space
chat and interact with your friends
in rooms you create

express yourself
customize your avatar and 
stream personal videos and photos

add your room to your site
Invite your friends to chat and 
decorate

virtual worlds



virtual Porn

rooms in virtual world

getting more cloudy !



on line storage

Quon:  some answers?

 cop sent text messages to wife, mistress via gov't 
issued pager

 agency reviewed printouts obtained from provider to 
determine if needed more capacity for police business

issues:  

1.   Quon have REP in messages?

2.   Wife / mistress have REP in messages?



 Formal Written Policy

 explicitly said user had no REP
 could audit, monitor, or log all activity
 not for personal use
 Quon aware of and signed

 "Informal Policy"

 Lt. Duke:  you pay overages, will not audit

police pager policies

possible analogies as to the Women:

 its like letter in mail

 its like numbers dialed on telephone

 its like any info possessed by third party

Should Quon be treated differently than 
Wife / mistress ?

extended discussion in ---

Clancy, The Fourth Amendment Aspects of Computer 
Searches and Seizures: A Perspective and a Primer,

75 Miss. L.J. 193 (2005)

Clancy, The Fourth Amendment:  Its History and 
Interpretation (2008)
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